Privacy & Pandemic Flu Guide
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The purpose of the guide is to aid public health professionals when privacy concerns are raised about
pandemic flu planning and response activities. It walks the professional through a 4-step system to:

+ Determine how activities implicate federal and state privacy laws
» Fashion solutions for activities that do not conform to those laws
* |dentify laws that might need amending

Privacy & Pandemic Flu Guide: the 4 steps

STEP 1 STEP 2

Review of existing legal Public Health Activity
framework Checklist

¢---

Solutions Analysis and Conclusions

The guide is available at: http://www.astho.org/?template=hipaa.html
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Application of the 4-Step System to a Scenario: Working with Non-traditional Partners and an Alternate Care Site (ACS)

Background:

* The President has declared a state of
emergency for the country.

* The Secretary of the US Department of
Health and Human Services (HHS) has
declared a public health emergency

» The Governor has declared a state of
emergency and a public health emergency.

» State and local emergency operations
centers have been activated.

At the ACS operated by the state health agency:

» Patients with flu-like symptoms are triaged
depending on the severity of their symptoms

» Patients needing further care are routed to
appropriate facilities.

* First aid and medical supplies, such as anti-
viral medication, are provided.

» Patients are provided transport to their homes
or other health care facilities, as needed.

Situation:

A public health preparedness staff person calls the
privacy officer and says:

“Leaders of a local faith-based organization have
offered to deliver care to homes and transport
patients to the ACS. They have provided us with

a list of congregation members and would like the
ACS to cross-reference existing records to identify
congregation members who have sought triage care.
The faith-based organization also wants ACS staff
to ask about religious affiliation when processing
new patients and, on a daily basis provide it with the
names of individuals who identify with its faith.

We want to work with this organization, but are we
allowed to collect and disclose this information?”

Information Pathways & Points:

Information pathways include:

1.

2.

Intake

Patient Referral
[NFORMATION

Disclosure of , PATHWAY
Patient Identity \‘/ The path that a piece of information
& Medical \ follows through collection, profection, use,

Information and disclosure. Activities might creafe

more than one pathway.

Information points include:

1.

Intake \ o

[NFORMATION POINT \

* Intake of
symptoms A specific spot along an information pathway

TN VI I where o healfh agency collects, profects, uses, or
history at \\ discloses information. /
+ Intake of religious affiliation at ACS

» Intake of transportation needs at ACS

+ Symptoms and medical history used to
provide first aid

* Information on transportation needs used to
inform services offered

Patient Referral

e Patients referred to outside health care
providers

+ Patient medical history disclosed to outside
health care providers

Disclosure of Patient Identity and Medical
Information

» Patients’ symptoms and medical histories
disclosed to faith-based organization for
delivery of health care services in ACS and
patient homes
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for a more
defailed analysis, the complete

Public Health Activity Checklist, and
an addition scenario, please see the full
Privacy & Pandemic Flu Guide on the
ASTHO Web sife.
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